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ABSTRACT- This paper proposes a video information-embedding
scheme in which the embedded information is reconstructed without
knowing the original host video. The proposed method presents high rate
of information embedding and is robust to motion compensated coding,
such as MPEG-II and MPEG-III. The characteristic of the proposed
scheme is to use pixels contractive relation to assist motion compensated
coding process. Information is embedded in video frames using the block
DCT. Embedded frames are then coded using MPEG-I1II. After that the
information will be extracted from video with high efficiency.
Experimental results have indicated that the method is robust against
MPEG encoding and re-encoding.

KEYWORDS: Information Hiding, Motion Compensated Coding,
Contractive Relation.

1. INTRODUCTION

Steganography is the art of hiding the existenceaoimessage, the word
Steganography comes from the Greek words steganoeef) and graphy (writing) [1].
An example could be a letter written with two diffat inks, when the letter is
submerged in water, one of the inks dissolves witiée other remains on the letter,
thus revealing the secret message. The originasage on the letter is just a cover to
hide the existence of the secret message, so wsagasteganography is hiding the
existence of communication. One famous exampleadfy esteganography is that of
Herodotus who shaved the head of one of his slamdstattooed a message on his
head. After his hair had re-grown, he was serdetiver the message to instigate a
revolt against the Persians. Steganography hagl@ nange of forms, from hiding
messages in the soles of shoes to hiding messagassical scores [5, 6].

Steganography is sometimes confused with cryptégra@ryptography is the art
of concealing the contents of a message (encryptwereas Steganography is the art
of hiding the existence of a message. The messagebe any type of digital
information including a simple text file, a JPEGaige, or any other type of file. Much
of the available software that embeds steganograpdmtent into a host file often
employs cryptography as well. This greatly addshe complexity and difficulty of
retrieving concealed content.
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One of the earliest examples of cryptography wasl Uy Julius Caesar [5], when
he sent military messages to his armies. Perhape #hat time, people have also tried
to decode encrypted messages. Allies in World Wavedre able to break a secret
German code called Enigma. This discovery enaBlbeld forces to locate and sink
many German U-boats. Moreover, they were able t@mimbadvanced information
about German military operations that was crittcalhe campaign in Europe. Similar
code breaking abilities also allowed the UnitedistaNavy to intercept the Japanese
fleet in one of the most decisive battles in theifRathe Battle of Midway. These are
just a few examples of how cryptographic technolbgg played an important role in
history [6].

Recently, more and more people communicate witih egleer by surfing on the
Internet. However, it is not very secure when vaasmit information through Internet.
Everyone can peek, copy even alter our informateasily in this wide-open
environment. Thus, People don’'t want to transmet itnportant information without
any protection in the public network unless a secchannel is provided for the
transmission. The cryptography technique can ptdtee message content from a
peeper. But the cryptography technique will cause tmessage content to be
meaningless random codes. It is easy to guess Bimmeéiportant in the transmitted
information even the receiver do not know whan&de. They may cut, hack or break
these meaningless random codes. Therefore, infanmhiding technique is needed to
help in solving the problem of transmitting impartadata in an absolute secure
channel. Thus, it is not only difficult to decryibie data, but also difficult for attackers
to detect the hidden data.

People usually hide data or information into onedim@. It can be a text article,
image, music, or video. The medium that hides dataamed stego-medium. It can
keep the confidential data secretly, and call tgireal medium that does not hide data
the cover medium. It is difficult for the unauthzed people to detect hidden data from
a stego-medium. They can use it to hide importata.dT' hen, when they transmit the
medium, the peepers will not find the secret datét.iBecause the peepers will not
find the difference between the original medium #mmedium already altered. They
will think that the transmitted medium is an unimpat data or a data that they don’t
want to collect or peep [8].

Information hiding technique can hide informationdata in a meaning medium.
Other people cannot easily detect what hidden enatinginal meaningful medium. If
some one hide important information in common metiannels and transmit it on the
Internet, others will think that the message sentinimportant. Only the authorized
receivers can know the secret and extract it. Tda@y combine these two techniques
(i.e., transmission and hiding) to construct a seeud secret transmitting channel [9].
In digital image (video frames) model, there ar® tmajor models. One is spatial
domain; image is created by many pixels. The othdrequency domain, in which
pixel values will be transformed to frequency paggens by mathematical algorithm.
In general, most people use the frequency domaiotopress the image. There are
many information-hiding researches both in spati@main and frequency domain
image. In spatial domain, it alters pixel valuesedily in memory [10-12]. Generally,
in spatial domain, people can have a higher hidiagacity [13, 14]. Besides, the
information hiding process of hiding and extractare easy and quick [15, 16]. But in
most of the cases, they will have problem when ateer with lossy compression.
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While the stego-medium is compressed by lossy cesgisn methods, the receiver
cannot extract the complete data correctly [17, E&]ser loses one of the hiding bits,
they will not apprehend or identify the hidden eonts.

One of the widely used information hiding methosld 5B (least significant bit)
[19] method. This method changes the last bit afhepixel bit to hide the data,
because the last bit of pixel changes little pxeblor, the image quality would not be
affected much. In fact, Human vision will not beaaer of the difference of image.

In frequency domain [20, 21], people will employetteature of frequency
parameters to hide data [22]. The methods in tbimain can fight against more
attacks and raise the robustness [23, 24]. In &egudomain, good image quality can
be retained. But it will lose some embedded dafter gperforming the lossy
compression process to the stego-medium [25, 2Bls,Tusers cannot hide text
information in it [27]. Besides, the process of @wession and hiding has a higher
complexity than spatial domain [28]. The informatididing technique common
methods are based on discrete cosine transformf2®n30] and discrete wavelet
transformation.

In this paper, new method based on DCT (discresinearansformation), which
can be compatible with Motion Compensated Codirtte Pproposed method has the
features of the spatial and frequency domains, gushe proposed method for
information hiding, the hiding and extraction prsgevill be more efficient.

The remainder of the paper is organized as foll®eskground is summarized in
Section 2. The proposed method presented in detelection 3 and some of the
experiments and the results are given in Secti@o#clusions are given in Section 5.

2. BACKGROUND
2.1 YCrCb Color Space And Image Compression

There are an infinite number of possibleocspaces instead of the common RGB
(Red, Green and Blue) system most commonly usembimputer graphics. Many of
these other color spaces are derived by applyimegiifunctions of RGB.

The human visual system has much less dynamic rdageity) for spatial
variation in color than for brightness (luminance),other words, they are acutely
aware of changes in the brightness of details tfesmall changes in hue. So rather
than saving as RGB it can be more efficient to dadaminance in one channel and
color information (that has had the luminance abaotron removed) in two other
channels.

The two color channels can be encoded with lesdviaaith by using a number of
techniques, predominantly by reducing the precijsimmas will be discussed here,
reducing the spatial resolution.

Since green dominates the luminance channel it sna#mse to base the other two
chrominance channels on luminance subtracted redb&re. Such luminance, red
chrominance and blue chrominance systems are dignexfarred to as Y, Cr, and Cb.
In what follows they will generally be referredgiway or simply as YCC, the relation
between RGB and YCC as showrFig. 1.
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(0, 0.5, 0.5)

(0, -0.5, -0.5)

Figure. 1: Relation between RGB and YCC color space.

The YCC color space conversion equation used falthat used by TIFF and JPEG:

Y =0.2989 R + 0.5866 G + 0.1145 B (1)
Ch =-0.1687 R - 0.3312 G + 0.5000 B )
Cr=0.5000 R - 0.4183 G - 0.0816 B 3)

RGB values are normally on the scale of O to 1sioce they are stored as
unsigned single bytes, 0 to 255. The resulting hamce value is also on the scale of
0 to 255, the chrominance values need 127.5 add#ubin so they can be saved in an
unsigned byte. Of course when the YCC values avered back into RGB, then 127.5
must be first subtracted from the two chrominareiees. The reverse transform is:

R=Y +1.4022 Cr (4)
G =Y -0.3456 Cb - 0.7145 Cr (5)
B=Y+1.7710 Cb (6)

The full chrominance range of [-0.5, +0.5] is magp#o a larger color space than
supported by RGB. The above equations can yield R&&es outside the 0 to 255 (or
0 to 1) range, these typically relate to very lighdark colors. The RGB values should
be clipped so they lie within the allowed rangeathe transform from YCC to RGB
is calculated.

Figure 2a shows original image that was captured from atalighovie camera.
The result is shown ifig. 2b from a 1 byte Y channel, 4x4 sub samples Cr and Cb
channels as shown Fig. 2c andFig. 2d.

In most image compression technique after colocesgmnversion, each pixel is
represented as (Y, Cb and Cr) because human wgst@m (HVS) is most sensitive to
Y component. So encode Y component with full resoiu But HVS is less sensitive
to Cb Cr components, so sub sample Cb Cr companBgtsloing so data can be
reduced without affecting visual quality from parsoew.
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(a) Original image (b) Y channel

(c) Cr channel (d) Cb channel

Figure 2: (a) original image, (b) Y channel, (c) Cr channel, (d) Cb channel.

2.2 The Discrete Cosine Transform

The discrete cosine transform (DCT) representsragé as a sum of sinusoids of
varying magnitudes and frequencies [33]. The DC3 th@ property that most of the
visually significant information about the image t®ncentrated in just a few
coefficients of the DCT. For this reason, the D&Toften used in image compression
applications. For example, the DCT is at the heathe international standard lossy
image compression algorithm known as JPEG [34].

The two-dimensional DCT of an M-by-N matrix A isfoled as follows:

5 L m(2m +1)p m(2n+1)q
B —apaqmzonz;o A, Cos o Cos I ()
Where
OspsM -1
{Os q< N -1 ®
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The DCT is an invertible transform, and its inveissgiven by:

M -1N-1

A, = a,a,B, Cos

2.3 MPEG Video Codec

MPEG uses 8 by 8 (8x8) DCT. By using thisi¢farm they can convert an 8x8
pixel block to another 8x8 block. In general mosth@ energy (value) is concentrated
to the top-left corner. After quantizing (Quantiratis to reduce accuracy of numbers
to small value, so they can use less bits to reptes large number) the transformed

matrix, most data in this matrix may be zero, thwsing zigzag order scan and run
length coding can achieve a high compression ratio.

In MPEG-2, a matrix called quantizer Q [iag shown irFig. 3 is used to define

guantization step.

The quantization equation is given by:
Xq [i, ] =Round (X [i, ]/ Qi jI)

m(2m +1)p Cos m(2n +1)q

2N

8 |16 | 19| 22|26 | 27| 29| 34
16 | 16 | 22 | 24| 27| 29 | 34| 37
19| 22|26 | 27|29 | 34| 34| 38
22 |22 |26 | 27| 29| 34| 37| 40
22126 | 27 | 29| 32| 35| 40 | 48
26 | 27 | 29| 32| 35/ 40 | 48| 58
26 | 27| 29| 34| 38 46 56 69
27| 29| 35| 38 46 56 69 83

Figure 3: Intra Quantizer Matrix.

(9)

(10)

(11)

(12)

(13)

(14)
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3. THE PROPOSED TECHNIQUE

The proposed technique embeds secret informatitmeifrequency domain into Y
component of each frame, in order to minimize tbercdistortion in the embedded
video. Embedding secret information into the Cb &rdcomponents may result in
undesirable color alterations, the flow diagrameofbedding process is as shown in
Fig. 4.

During the embedding, the process splits the ctreene (video frame used as the
media to hide the secret message in) into 8x8 pilaiks, each block hide exactly
four secret message bits, and each message bg tvee®CT coefficients.

The embedding process starts with selecting a bibigk which will be used to
code the four message bits. Let Bi = DCT {bi} be thCT-transformed image block.
Embedding process uses eight DCT coefficients @ehby (X, yi), (X2, V2), (X3, Va),

(X, Ya), (X5, ¥5), (X6, Y6), (X7, ¥7) and (%, Ye).

Secret Message

|

Encryption

l

Divide Message Into

4 Bits Groups

Video File

!

Frame
Extraction

!

convert to YChCr

Color space

l

Get DCT For Y
component

:

Select 8x8

Block -

Get IDCT For Y
Component

l

convert to RGB
Color space

|

Frame
Embedding

l

Stego-Video

Hide One
Group per
Block

End OFf
Groups

Figure 4: The flow diagram of embedding process.




1272 Yousef B. Mahdy and Mohammed A. Atiea

The eight coefficients should correspond to cosfoactions with middle
frequencies; this ensures that the informationtdsesl in significant parts of the signal
(hence the embedded information will not be congiyetdamaged by MPEG
encoding). Furthermore, assume that the embeddiocegs will not degenerate the
cover heavily, because it is widely believed tha€D coefficients of middle
frequencies have similar magnitudes [31]. Sincepttoposed system should be robust
against MPEG encoding, then choose the DCT coeffisiin such a way that the
guantization values associated with them in the MRiEcoding algorithm are equal,
since in the quantization process both coefficianésdivided by the same quantization
values. Their relative size will therefore only lbéfected in the rounding step.
According toFig. 3, the coefficients {(1,2), (2,1}, {(2,4), (1,5}(5,5), (4,6)} and
{(5,1), (4,2)} are good candidates, the flow diagraf extracting process is as shown
in Fig. 5.

Stego-Video

!

Frame
Extraction

!

convert to YChCr
Color space

k4

Get DCT For Y
component

!

Select 8x8
Block h

!

Extract One

Group per
Block
No
Decryption End Of
Extracted Groups
Message

h 4

Secret Message

Figure 5: The flow diagram of extracting process.
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The following parameters are defined:

1- M (J) is the bit number J of message data (sadmmation).
2- Z is number of bits in message data.

3- T denotes the robustness factor.

4- IDCT is the inverse of DCT.

Since the MPEG encoding can (in the quantizatiep)saffect the relative sizes of
the coefficients, the algorithm ensures that |BytX - Bi(Xm,Ym)| > T for some T > 0,
by adding one to the larger value of Bjfx) and Bi(%,Ym) and subtracting one from
the smaller value of Bigyn) and Bi(%,Ym) and repeat that until the condition becomes
true (where n=1,3,5,7 and m=2,4,6,8). The high&s, The more robust the algorithm
will be against MPEG encoding, however, at the ezpeof image quality.

3.1. Embedding Algorithm

The steps in the embedding algorithm are as fotlows
Step-1: For J=0 to Z-1 do steps frostep-2 to step-13.
Step-2: Choose one block bi.
Step-3: Let Bi = DCT {bi}.

Step-4: Adjust eight Coefficients such that |Bifx) - Bi(Xa,y2)| > T, |Bi(%,Y3) -
Bi(X4Ya)| > T, |Bi(%,Ys) - Bi(Xe,Ye)| > T and [Bi(xy7) - Bi(Xs,ye)| > T.

Step-5: If M(J)= 0 check if Bi(x,y1) > Bi(X,,Y2) then swap Bi(xy,) and Bi(%,Y-), else
if M(J)=1 check if Bi(x,y1) < Bi(Xz,Y2) then swap Bi(xy:) and Bi(%,Y>).

Step-6: Increment J by one.

Step-7: If M(J)= 0 check if Bi(%,ys) > Bi(Xs,ys) then swap Bi(xys) and Bi(x,Y,), else
if M(J)=1 check if Bi(%,ys) < Bi(Xs,ys) then swap Bi(xys) and Bi(x,Ya).

Step-8: Increment J by one.

Step-9: If M(J)= 0 check if Bi(x%,ys) > Bi(Xe,Ys) then swap Bi(xys) and Bi(%,Ys), else
if M(J)=1 check if Bi(,ys) < Bi(Xe,Ys) then swap Bi(xys) and Bi(%,Ys).

Step-10: Increment J by one.

Step-11:1f M(J)= 0 check if Bi(%,y7) > Bi(Xgs,Ys) then swap Bi(xy;) and  Bi(%,Ys),
else if M(J)=1 check if Bi(xy-) < Bi(Xs,Ys) then swap Bi(xy;) and Bi(%,Ys).

Step-12: Increment J by one.
Step-13: Pi=IDCT {Bi}
Step-14: After the end of for loop create stego-mediaafill Pi(s).
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As an example for hiding one bit take T=20, B¥¥=38 and Bi(x%,y.)=56 where
38 and 56 are DCT values. After step-4 BWX=37 and Bi(x,y»)=57, now assume
secret bit =1 so after step-5 Bif%)=57 and Bi(x,y,)=37. The steps for hiding one bit
is as shown iffrig. 6.

Let W= Bi(x1,y1l) and Q =
Bi{x2,y2)

Iw-qQ|>T

LS

Yes Increment Q By
One And
Decrement W By
One

Increment W By
One And
Decrement Q By
One

Swap Values Of Q
And W

v

Mow Bi{x1,yl) =W
and Bi(x2,y2) = Q

Figure 6: Steps for hide one bit.

3.2. Extraction Algorithm

The steps in the extraction algorithm are as fatow
Step-1: For J=0 to Z-1 do steps frostep-2 to step-11.
Step-2: Choose one cover-block Pi.
Step-3: Let Bi = DCT {Pi}.
Step-4: If Bi(x1,y1) > Bi(X2,y2) then M(J)= 1 else M(J)= 0.
Step-5: Increment J by one.
Step-6: If Bi(X3,Ys) > Bi(Xs,y4) then M(J)= 1 else M(J)= 0.
Step-7: Increment J by one.
Step-8: If Bi(Xs,Ys) > Bi(Xs,Ys) then M(J)= 1 else M(J)= 0.
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Step-9 : Increment J by one.

Step-10: If Bi(x7,y7) > Bi(xs,Ys) then M(J)= 1 else M(J)= 0.

Step-11: Increment J by one.

Step-12: Integrate all the bits M (J) extracted by latded, and make up the
embedded data.

Now as an example of extracting one bit after MPREG& encoder finds that the
values of Bi(x,y1)=45 and Bi(%,y,)=19 so after step-4 of extraction algorithm finds
that the hidden bit equals one. The steps for etiigaone bit is shown iRig. 7.

Let W= Bi(x1,yl)and Q =
Bi(x2,v2)

L J w

Hide Bit =1 Hide Bit =0

Figure 7: Steps for extracting one bit.

4. EXPERIMENTAL RESULTS

Extensive simulations are carried out to praket the proposed technique is
effective under different conditions. The proposddorithm is evaluated using 30
frames of the “Car” video file. Each frame is afesil76 x 144.

Figure 8 shows samples of the test images. A host videmdregs as shown in
Fig. 8a, it's Y componenFig. 8c and host frame after MPEG-4 coding is shown in
Fig. 8b with PSNR=36.8 (MPEG encoding reduced frame ggalit

After embedding 88 bits in frame 5, uncompressethut MPEG encoding)
stego-frame is shown iFig. 8d with PSNR=44.4, evaluated LSB hiding method with
frame 5 with 88 bits embedded in it PSNR=85.39, U8#&ing method comes with
high frame quality more than proposed techniquenbtitobust MPEG encoding.

Most current video data embedding techniques aseyaled for authentication or
copyright protection (video watermarking) insteddhiming information. Thus, most
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video data embedding systems can only embed ayteg bf a company logo or other
types of identification information. On the otheand, the size of the private
information in the proposed method is far beyonees® bytes even after MPEG-4
coded, usually more than 6000 bits per 352x288dramo times more than in [3].

(a) Host frame 5 (176 x 144) (b) Frame 5 after MPEG-4
coding (PSNR 36.8)

¢) The Y component of host frame 5 (d) Uncompressed frame 5 with
88 bits embedded in it (PSNR 44.4)

Figure 8: (a) host frame from the car video sequence, uncompressed.
(b) Host frame after MPEG-4 encoding (12 frames/second), (PSNR 36.8).
(c) The Y component of car video frame 5.
(d) Frame 5 without MPEG encoding with 88 bits embedded in it
(PSNR 44.4).

With use of Peak Signal to Noise Ratio (PSNR) vatuevaluate the quality of
video frames after embedding process. PSNR valwidisly used on the evaluation of
difference between the processed image and iténatignage, if the value is bigger
than 30db; it means that it is difficult for human vision to detect the difference between
these two images.

1 i<n j<m
MSE :(mxnj 2 (e c,) (15)

_ (255 )2
PSNR =10 lo 2222 do
9 10 MSE (16)

The results were obtained using T=10, T=15 and TF40le 1 shows the Bit
Error Rate (BER) of embedded data versus the lemngtlembedded data after
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performing MPEG encoding once for T=10 where PSNRJ4ble 2 shows results
for T=15 where PSNR =3Table 3 shows the same for T=40 but PSNR = 24.2 and
Table 4 shows two MPEG encoding iterations for T=40. THeRBfor each frame is
simply the number of error bits divided by the lémgf embedded data.

Figure 9 shows the relationship between length of embedidtd and PSNR for
proposed method (T=15) and the technique used,iPENR decrease with increasing
length of embedded data as a reskilf, 10 shows the relationship between BER and
robustness factor; BER decrease with increasingpbiistness factor, of course the
more robust the algorithm (high T value) is therenoesistance against MPEG
encoding will be, however, at the expense of inggaity(small PSNR value).

This means that frame quality depends on two factor
1-Length of embedded data.
2-Robustness factor (T).

Increasing the length of embedded data reducesfrumality and also increasing
robustness factor reduces frame quality. For hidiexg file inside video file the
robustness factor must increase because any bitwilt change the ASCII character,
but for hiding image file in video file there is m®ed to increase robustness factor
because bit error will give some noise in image §ihd this is pinsignificant change for
image file. Change between the two factors dependhke type of the secret data.

Table 1: BER versus Length of embedded data per frame after performing MPEG
encoding for the proposed (T=10) as well as the techniques presented in [2] and [4].

Proposed Technique | Technique usedTechnique usefj
Length of embedded T=10 in [2] in [4]
data Per frame (bit) | BER for all frames (%) | BER for all BER for alll
(PSNR=42) frames (%) frames (%)
16 11.621 20.625 27.708
24 16.217 21.388 28.333
32 20.911 23.229 30.000
40 22.754 24.167 31.333

Table 2: BER versus Length of embedded data per frame pétéorming MPEG
encoding for the proposed (T=15) as well as thienigcies presented in [2] and [4].

Proposed Technique | Technique usedlechnique usegl
Length of embedded T=15 in [2] in [4]
data Per frame (bit)[ BER for all frames (%) | BER for all BER for all
(PSNR=37) frames (%) frames (%)
16 10.718 20.625 27.708
24 12.572 21.388 28.333
32 17.185 23.229 30.000
40 20.652 24.167 31.333
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Table 3: BER versus Length of embedded data per frame after performing MPEG

encoding once for the proposed (T=40) as well as the techniques presented in [2, 4].

Proposed Technique

Technique use

dlechnique use

.

Length of embedded T=40 in [2] in [4]

data Per frame (bit)| BER for all frames (%) | BERforall | BER for all
(PSNR=24.2) frames (%) frames (%)

2 0.000 20.000 20.000
4 0.000 18.333 26.667
6 0.000 22.777 30.000
8 0.000 22.083 26.667
10 0.000 23.000 26.000
12 0.000 21.111 26.667
14 0.000 20.714 27.857
16 0.000 20.625 27.708
18 0.000 20.740 26.852
20 0.000 20.833 27.000
22 0.000 20.454 27.122
24 0.000 21.388 28.333
26 0.000 22.949 28.718
28 0.000 23.214 28.333
30 0.000 22.667 29.444
32 0.000 23.299 30.000
34 0.000 23.137 30.294
36 0.000 23.148 30.370
38 0.000 22.544 31.228
40 0.000 24.167 31.333

Table 4: BER versus Length of embedded data per frame after performing MPEG
encoding twice for the proposed (T=40) as well as the techniques presented in [2, 4].

Proposed Technique

Technique use

dTechnique use

[

Length of embedded T=40 in [2] in [4]
data Per frame (bit)| BER for all frames (%) | BER for alll BER for all
(PSNR=24.2) frames (%) frames (%)
16 0.182 21.458 29.167
24 0.044 22.500 29.444
32 0.166 24.063 30.000
40 0.260 24.750 31.000

As can be seen from the tables, proposed methagtrédd MPEG encoding and BER
increases if MPEG re-encoding is performed.
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26 T

24 +
22 1
0+ ",
.
18 + .
6.9\- 16 \\.\‘
[a'a ™
@ 12 h
S
12 .
101 -
8+ \\
6 ™
.,
4 + s
N"\
z ! gy
o
o 5 10 15 0 75 30 35 40

FRobustness Factor

Figure 10: The relationship between BER and T (robustness factor).

5. CONCLUSION

The proposed technique is successfully able t@exetmbedded information from
each frame without using the original video. Besjdine embedded data is robust
against MPEG encoding and re-encoding with minimpatceptual distortion. The
proposed technique enables high rate of informagimbedding more than 6000 bits
per 352x288 frame that is two times more than tlopg@sed technique in [3], and the
information extracted with high efficiency more thahat produced by both proposed
techniques in [2,4].
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